Tufts VPN Client User Guide for Windows
TCCS: University IT Support Services

Introduction

The Tufts Virtual Private Network (VPN) implementation is a service that is provided to the faculty and staff of
Tufts University to enable secure access to resources available on the Tufts LAN. Resources such as network
drives and locally restricted websites will now be available to the authenticated remote user.

To connect to the VPN you must have a working Internet connection, a valid UTLN (Universal Tufts Login), Tufts
NT Domain login and the Tufts VPN Client installed.

Please note that the VPN service is available for both low speed (Dialup) and high-speed connections (DSL,
Cable). However, due to the inherent network overhead associated with the VPN connection, TCCS
recommends that you use a high speed connection in order to experience the best performance. If you are using
dialup, performance may be degraded significantly.
There are two time-out settings in effect on the server. Your connection will be terminated if:

- Leave your connection idle for 15 Min

- Stay connected for 4 hours continuously
You may reconnect if you are disconnected for either of these reasons.

The maintenance window for the VPN service is Fridays 12AM-2AM and Sundays 8AM-12PM. Connection to the
Tufts VPN may not be available during this period.

If you have any questions regarding the installation, configuration, or use of the Cisco VPN Client software,
please contact your FSP or local IT support organization.

System Requirements

Verify that your computer meets these requirements:

* Pentium ® class processor or greater

« One of the following operating systems:
— Windows 2000
— Windows XP

» Microsoft TCP/IP installed.
* 50 MB hard disk space.

* RAM:
— 64 MB for Windows 2000 (128 MB recommended)
— 128 MB for Windows XP (256 MB recommended)

 Access to an account with administrative privileges
« Up to date Anti-virus software®
* Network connection

— High speed network connection (Cable or DSL)
— Dial-up connection

L If required IT Support Services can provide copies of Command Anti-virus for home use.
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Configure Your system (optional step, required if you want to map network drives)

Windows 2000

Modify Network Properties to allow your system to access the Tufts network shares.

Step 1 Right click on network neighborhood icon on your desktop and choose Properties.

Step 2 Right click on the network connection you want to modify (your active connection to the Internet)
and choose Properties.

Verify that Client for Microsoft Networks and TCP/IP are installed and selected. Click OK.

Local Area Connection Properties |
General I Shanngl

Connect using:

I B3 3Com 104100 Mini PCI Ethermet Adapter

Companents checked are used by this connection:

Client for Microsoft Metworks
¥ Intermet Pratocal [TCPAP)

Install... Uninstal Properties

r— Description

Allows your computer o access resources on a Microsoft
fetark.

¥ Show icon in taskbar when connected

Close | Carze

Windows XP
Modify Network Properties to allow your system to access the Tufts network shares.

Step 1 Open Control Panels | Network and Internet connections | Network Connections
Step 2 Right click on the network connection you want to modify (your active connection to the Internet)
and choose Properties.

Step 3 Verify that Client for Microsoft Networks and TCP/IP are installed and selected. Double click
on TCP/IP. Then click on Advanced.

<L Local Area Connection Properties @EJ

General | Authentication | Advanced

Connect uging:

E® 3Com 104100 Mini PCI Ethemet Adapter

This connection uses the following items:
gChent for Microsoft Networks
L Intemne! TCP/AP)

D escription

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

Show icon in notification area when connected

Step 4 In the WINS tab uncheck Enable LMHOSTS lookup and Select Enable NetBIOS over TCP/IP.
Click OK, then OK again to save changes.
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Installing the VPN Client

To install the VPN Client on your system, follow these steps. Accept the defaults when prompted. Please note
that the screen shots were taken from Windows XP if you are installing the client on Windows 2000 it may appear

different.
Note: Having more than one VPN client on your system is not advisable. If you have a previous
version of the Cisco VPN client installed, uninstall it before continuing.
Step 1 Log onto system with an account that has administrator privileges. Exit all Windows programs,
and disable any antivirus software.
Step 2 Insert the Tufts VPN Client CD into your system’s CD-ROM drive.
Step 3 The setup program will run automatically and begin the installation. If the setup program does not

start, go to My Computer and double click on your CD-ROM drive to begin setup.

o My Computen

File  Edit  ‘igw

Favorites  Tools  Help

€] > T D search [ Folders | |0 [ 3¢ )
Marme Tvpe Tatal Size Free Space | #
“e Local Disk () Local Disk. 18.6 GEB 17.3GB
Devices with Removable Storage
4.62 ME Obytes
“
—
Step 4 At the Welcome screen, read the information and then click Next.
:;_J._{Tufts Cisco ¥PN Client - InstallShield Wizard x|

Welcome to the Tufts University ¥PN Client -
Setup

1t is recommended that vou read through the entire
inskallation docurment before beginning any configuration
and installation tasks, *You must uninstall previous
versions of the YPM Client before attempting to install
this version,

The YPM Client software is currently supported on
Windows 2000 and Windows P, Please conkact the
University IT Suppart Center at ext, 7-3376 for more
information.

It is strongly recommended that you install the
latest updates and patches to your operating
system before beginning any of the
configuration and installation tasks that will be
required. For security, we also require that you
have up-to-date virus protection software
installed on the system.

=

Cancel

= Back I Next>&|
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Step 5 Atthe License Agreement screen read and accept the terms, then click Next.

{2 Tufts Cisco ¥PN Client - InstallShield Wizard

License Agreement
Please read the Follmwing license agreement carefully,

Tufts University ¥PN Client Setup -

Tufts University and TCCS: University IT Support Services assume no liability
for any damage or problems that may result from your installation or use of
the ¥PN Client software.

This software may NOT be copied, posted, transmitted, or redistributed in
any way, in whole or in part in any form or any medium. Please contact the
University IT Support Center for additional copies.

This service is for the express use of Tufts University faculty and staff.
Access to the Tufts ¥PN service is provided for University business only. Use
for any other purpose is strictly prohibited. Unauthorized access or use is in

addreccad arcordinnly  roome

' I accept the terms in the license agreement
" I do nat accept the terms in the license agreement
Installshield

violation of the Information Technology Responsible Use Policy and will be zl

« Back I Next:s[:I

Cancel |

Note: If the InstallShield Wizard identifies an existing version of the Cisco VPN Client, the Cisco
5000 Client, or Nortel Networks Extranet Access Client, the installer will automatically launch the
appropriate wizard to uninstall a previous version of the Cisco VPN Client, the Extranet Access
Client, or the Cisco 5000 Client. Follow the instructions on the uninstall wizard dialog boxes to

automatically uninstall the program and reboot.

Step 6 Setup installs the VPN Client to the default directory on your PC. After you have installed the
VPN Client, the following screen will be displayed. Remove the CD from CD-ROM drive, then

click Finish to restart your computer.

Cisco Systems VPN Client Setup

computer.

complete setup.

InstallShield Wizard Complete

The InstallShield Wizard has successtully installed WYPM Client,
Before pou can uze the program, you must restart your

* ‘Yes, | want ta restart my computer now.
7 Mo, | will restart my computer later,

Remove any dizsks from their drives, and then click Finish to

Note: You must restart your system before you can use the Cisco VPN Client software.
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Connecting to the Tufts Network

Using the Cisco VPN Client

Step 1

Step 2

Step 3

Connect to the Internet, if necessary.

Note: Systems with a high speed network connection (DSL or Cable modem) are usually
connected to the Internet continuously. Dial-up users must connect to the Internet before making
a VPN connection.

Start the VPN Client application, choose Start > Programs > Cisco Systems VPN Client > VPN
Client

ACcessories
Programs @

P

;g Docurnents » @ Garmes » @ Set MTU

: Startup » ! Uninstall YPH Clignt
, Settings v @ =
!._) Search ¥
9/. Help and Support
$=] Run...
@ Shut Down, ..

The VPN Client main window shows the default profile used to connect to the Tufts network
(TUFTS_VPN_UDP) click Connect.

Note: If you have problems connecting with this profile, select an alternate profile to connect (see
appendix A).

# status: Disconnected | ¥PM Client - h'ersi_' 10| x|

Zonnection Entries  Status  Options  Help

Cisco SYsTems
TUFTS VPN UDP - E-:unne-:t[: |

| Mot connected. |

The VPN Client starts tunnel negotiation.

# status: Disconnected | YPN Client - ¥ersior =] x|

Connection Entries  Status  Oprions  Help

Cisco SysTEMs

I TUFTS ¥PH UDP vI Cancel I:l:unnectl

| Conkacting the security gateway at 130.64,171.10.., |IIIIII
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Step 4 User Authentication. Enter your Tufts NT Domain username and password. Click OK.

# YPH Client | User Authentication for "TUFTS_VPH_0... E|

Enter Uzername and Paszword.

Ciseo SysTems

Uszername: |userEI1

HEHHEHREHN

« Pazsword:

] Cancel
L

The logon process will take a few seconds to complete

Step 5 Click Continue to complete the logon process.

# YPN Client | Banner

Welcome to the Tufts University Metworl:,

antinue& | Dizconnect

Step 6 If connection was successful, you will see the padlock icon in your system tray next to the time.

219 PM

Secure access to resources available on the Tufts LAN is now available.

Accessing Network Drives (optional step, required if you want to map network drives)

Your network drives must be mapped manually, before they can be accessed in My Computer.
The following steps must be done while logged into a system on the Tufts LAN.
To obtain the drive letter and path of your network drives:

Step 1 log on to a PC that is on the Tufts NT Domain.
Step 2 Go to Start, Run type in “cmd” and click OK.

Step 3 At the command prompt, type “net use” then enter. This will display a list of mapped network
drives. Note the drive letters and paths (listed under “Remote”). You will need this information to
connect to your network shares.
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F:\WINDOWS\System3 2\emd. exe

Microsoft Windows HP [Version 5.1.260881]1
{C>» Copyright 1985-2881 Microsoft Corp.

F:=“Documents and Settingsz“tccelinet use
Mew connections will not he remembered.

Network

swtftmtocecslstoces Microsoft Windows HWetwork
swtftmuwinslsxdrive Microsoft Windows MNetwork
pleted successfully.

To map your network drives you must follow these steps:

Step 1 Connect to the Tufts Network. Right click on My Computer and select Map Network Drive...

Note: On Windows XP systems, My Computer may be located in the Start Menu.

Open
LVA®  Explore

Search...

Manage

-
Disconnect Netwark !rge. =

Create Shortout
Delete
Rename

Properties

Step 2 Select drive letter and enter the path to your network drive.
Click OK or Finish.

Example: Select Q: for drive letter and enter \\tftmtccs1\tccs for the path.

Note: This may take several seconds to complete. Longer if using a Dialup connection.

Map Network Drive @

Windows can help you connect to a shared network folder
and assign a drive latter to the connection so that you can
access the folder using My Computer.

Specify the drive letter for the connection and the folder
that you want to connect to:

Drive: Q: L

Folder: | \Wtftmtces1htecs -

Example: Y\serverishare
[Jreconnect at logen
Connect using a different user name.

Sign up for online storage or connect to a
network server,

l Finish %J [ Cancel
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Step 3 When prompted, enter tufts\<your_ UTLN> and your password. Click OK.

Note: This may take several seconds to complete. Longer if using a Dialup connection.

Windows 2000

Enter Network Password
Incaorect password or unknown username far:
Wtoosmar] Wocs
Cancel
Comnect As: Itufts\userﬂﬂ Help |
Password: I xxxxxxxxxxxxx
Windows XP

Connect to titmtccs 1. tufts.ad. tufts.edu

=)

A

)
Connecting to thiimtccs1
User name: |ﬂ tufts\userol v|
Password: | ...........l |

[1remember my password

[ oK %J[ Cancel ]

The drive is now mapped and available in My Computer.
Repeat this process to map any additional network drives.

Disconnecting the VPN Session

To disconnect the VPN connection, right click on the padlock icon in your system tray and select Disconnect
from the pop-up menu.

YRR Client, ..
Skatiskics, ..
Log Window, ..

Mokifications. ..

Skateful Firewall {Akways On)

abouk VPR Clignk, .,
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Appendices
Appendix A

Selecting alternate connection profile

If experiencing problems connecting with the default profile TUFTS_VPN_UDP (IPSec over
UDP). Try connecting using the alternate profiles TUFTS_VPN (IPSec) or TUFTS_VPN_TCP
(IPSec over TCP).

Click drop down box next to default profile and select alternate profile.

# status: Disconnected | YPN Client - ¥ersit 7] x|

Connection Entries  Status  Oprions  Help

Cisco SysTems

| TUFTS YPN UDP %I Connect | M

| Mat connectad. |

# status: Disconnected | ¥PN Client - '!'EI‘. == x|

Connection Entries  Skatus  Options  Help

Connect |

Cisco SysTEms

TUFTS_¥PH_UDP

[TUFTS WPN_TCP
TUFTS_VPN_UDP

This document contains content reproduced from the following source: VPN Client User Guide for
Windows Release 4.6 Cisco Systems. V060706TL
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